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Abstract— Virtual Private Network is used to establish discrete
network connection within a network. The traditional VPN has
many limitations regarding the security issues. To overcome this,
the secure VPN methodology is proposed which provide
confidentiality, sender authentication and message integrity etc.
In this proposed mechanism, the VPN network is established
using SSL, SSH and IPSEC Tunneling protocols to provide
efficient data transmission. SSL is designed to make use of TCP
to provide reliable end to end secure service. The SSH will
authenticate the remote login and allow it if necessary. IPSEC
Tunneling protocol is used for transporting encrypted data over
a public network. An efficient firewall is designed to allow or
deny applications and network users and thus protect the VPN
network from unauthorized users. This firewall protection is
based on IPTABLES which is coded by us and managed
through LINUX kernel. This design of secure VPN is more
comfortable for transmitting the data in more reliable and
secure way by using the above said protocols and protects data
from external threats.
Keywords— Ipsec,Iptables,ssh,ssl,firewall,vpn

I. INTRODUCTION

A virtual private network VPNI[1] is a private network
running on public network. It is the extension of a private
network that incorporates links over public networks. It
allows you to communicate among computers across a public
network in a way that uses a private connection. Enterprises
or organizations are adopting VPNs to ensure Internet
security. Information transmitted on a VPN is either
encrypted or plain text. VPNs offer various advantages such
as reduced cost and scalability.

Virtual private networks can be a cost effective and
secure way for different corporations to provide users access
to the corporate network and for remote networks to
communicate with each other across the Internet[3]. VPN
connections are more cost-effective than dedicated private
lines; usually a VPN involves two parts: the protected or
"inside" network, which provides physical and administrative
security to protect the transmission; and a less trustworthy,
"outside™ network or segment (usually through the Internet).

Virtual private networking has become more of a
necessity than a luxury for business users who need a way to
access files on an office network when they’re on the road,
working from home or otherwise physically separated from
the network[2]. If the remote computer has Internet
connectivity and the office network has a permanent
connection to the Internet ,the most cost effective way for
remote users to connect is by tunneling through the public
network. VPN technologies use tunneling protocols to create
the connection and encryption protocols to provide the

“private” part, allowing you to securely access a VPN server
[10]on the company network.

There are four popular VPN protocols in use, and each has
advantages and disadvantages.

PPTP is an extension of the Internet standard Point-to-
Point protocol (PPP), the link layer protocol used to transmit
IP packets over serial links. PPTP uses the same types of
authentication as PPP (PAP, SPAP, CHAP, MS-CHAP,
EAP)[10]. PPTP establishes the tunnel but does not provide
encryption. It is used in conjunction with the Microsoft Point-
to-Point Encryption (MPPE) protocol to create a secure VPN.
PPTP has relatively low overhead, making it faster than some
other VPN methods.

L2TP requires the use of digital certificates. User
authentication can be performed via the same PPP
authentication mechanisms as PPTP, but L2TP[6] also
provides computer authentication. This adds an extra level of
security.

L2TP has several advantages over PPTP[10]. PPTP
gives you data confidentiality, but L2TP goes further and also
provides data integrity, authentication of origin, and replay
protection. On the other hand, the overhead involved in
providing this extra security can result in slightly slower
performance than PPTP.

SSH[5]uses public-key cryptography to authenticate
the remote computer and allow it to authenticate the user.
Anyone can produce a matching pair of different keys (public
and private). The public key is placed on all computers that
must allow access to the owner of the matching private key.
While authentication is based on the private key, the key itself
is never transferred through the network during
authentication. SSH only verifies if the same person offering
the public key also owns the matching private key. Hence, in
all versions of SSH it is important to verify unknown public
keys. Accepting an attacker's public key without validation
will authorize an unauthorized attacker as a valid user. SSH
also supports password-based authentication that is encrypted
by automatically generated keys.

Il. RELATED WORK
The Concept behind “An Efficient Approach to Secure VPN
based on Firewall using IPSec & Iptables” is, VPN is build
between selected systems by using security mechanisms such
as SSH and IPSEC. After the implementation of the IPsec
VPN all the data transfer happenings inbetween the systems
will be sent through this IPsec Tunnel[1]. Then, while
transmitting data through the FTP or HTTP protocols there is
little differences performed in the Encryption and
Authentication method.A second level of security such as
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Firewall is build between the gateway within VPN’s.Then
any type of data sent or received within VPN and the
incoming and the outgoing packets from other systems except
VPN systems are also enter by means of Firewall only.

Most systems currently are open to attempts by
outside users to gain unauthorized access by setting up an
illegal connection, by pretending to be a valid user. To
implement a firewall ,we provides a series of rules to govern
what kind of access you want to allow on your system.
Encryption protects transmissions originating from
authorized remote users, and authentication verifies that a
user requesting access has the right to do so.

Security parameter
index(SPI)

Sequence number

Initialisation
vector(1V)
Data
Data Padd Padding Next
ing length header

Hash message
authentication code

Here we use Packet filtering Firewall[4]. This can be
implemented by using Netfilter. Netfilter is one of the Linux
Kernel module. The Allowing and Denying of the packets
can be decided only by the Netfilter module. Netfilter module
which includes the packet filtering and NAT tasks[4]. This
can be implemented by using the IPTABLES. Here we can
update the user defined rules into the iptables. Packet filtering
method is the process of deciding whether a packet received
should be passed on into the network. Packet filtering
mechanism checks the source and the destination addresses of
the packet and accepts the packet if its allowed.

An additional task performed by firewall is NAT(Network
address translation).It redirects packets to appropriate
destination. It performs tasks such as redirecting packets to
certain hosts, forwarding packets to other networks, and
changing the host source of packets to implement IP
Masquerading[9]. Rules are combined into different chains.
The kernel uses chains to manage packets it sends and
receives. A chain is simply a checklist of rules. A target be
another chain of rules, even a chain of user-defined rules. A
packet could be passed through several chains before finally
reaching a target. Then, all the administration within VPN
can be periodically monitor by various command and control
like rlogin, rcp, scp, rsync, rsh & ssh[8].

I1l. SYSTEM DEVELOPMENT
The proposed system has three modules namely
Ipsec,Firewall, Monitoring & Control.
A. lIpsec Module
Internet Protocol Security (IPsec) is a protocol suite for
securing  Internet  Protocol(IP)  communications by
authenticating and encrypting each IP packet of a

communication session and also provide secure exchange of
encryption keys.This is principally designed to assist in the
implementation of VPNs between hosts or networks. IPSec
can itself be used as a tunneling protocol, and is in fact
considered by many to be the “standard” VPN solution,
especially for gateway-to-gateway[2].

The set of services offered by IPSEC which includes are:
Access control, Connectionless integrity, Protection against
replays, Data origin Authentication,
Confidentiality(Encryption), Limited flow traffic
confidentiality[6].

IPsec uses the following mechanism to perform various
functions:

Authentication Header(AH)provide connectionless integrity
and data origin authentication for IP datagrams and provides
protection against replay attacks[9].

Encapsulating Security Payloads(ESP) provide
confidentiality data origin, authentication ,connectionless
integrity, an anti-replay service (a form of partial sequence
integrity), and limited traffic flow confidentiality.

Security Association

A security association is simply the bundle of algorithms and
parameters used to encrypt and authenticate a particular flow
in one direction. Security associations are established using
Internet Security Association and key Management Protocol
(ISAKMP)[6]. ISAKMP is implemented by manual
configuration with pre-shared secrets, Internet key
exchange(IKE).

IPsec can be implemented in a host-to-host transport mode, as
well as in a network tunnel mode.

Transport mode

In transport mode, only the payload of the IP packet is
usually encrypted or authenticated.

Tunnel mode

In tunnel mode, the entire IP packet is encrypted and/or
authenticated. It is then encapsulated into a new IP packet
with a new IP header. Tunnel mode is used to create VPN for
network-to-network  communications and  host-to-host
communications[7].

Next header Payload length | Reserved

Security Parameter
Index(SPI)
Sequence number

Hash message
authentication code

Module Explanation

In this module, the IPSEC can be configured to one system to
another system using a host-to-host connection by using the
Pre-shared key of key value55. This type of connection uses
the network to which each host is connected to create a
secure tunnel between each host. A host-to-host IPsec
connection is an encrypted connection between two systems,
both running IPsec with the same authentication key. With
the IPsec connection active, any network traffic and data
transmissions between the two hosts is always encrypted[9].

3727



J. Mark Jain et al, / (IJCSIT) International Journal of Computer Science and Information Technologies, Vol. 3 (2) , 2012,3726-3732

Normal Data packet: TARGET FUNCTIONS
ACCEPT Allow packet to pass through.
Source Payload Destination DROP Deny access by the packets.
Address Address ( ) REJECT Deny access and notify the sender.
CHAIN DESCRIPTION
INPUT Rules for incoming packets.
During the packet transmissions between Ipsec tunnel, the Sgg\lijLTRD 23:: ]‘:g: ?:rt\?v‘;ggpzzckzis'
ackets will be changed as follows: —
P g A PREROUTIN | Rules for redirecting incoming
— — packats.
SOUR | [Source| Payload  |Destination | DESTINAT POSTROUTI | Ruleg for redirecting outgoing
CE Addre Address ADDRESS NG packds.
ADDR Ss
ESS OPTIONS FUNCTIONS
PAYLOAD w -A chain Appends a rule to a chain.
-D chain[fule num] Deletes matching from a
chain.

In the receiver side the additional source address and
destination address will be discarded and the original data
packet will be taken into account .

B. Firewall Module
Firewall is a means of protecting a local system or
network from network based threats. An efficient firewall is
designed to allow or deny the network users and thus protect
the VPN network from unauthorized users[4]. Firewall
protection is based on IPTABLES which is coded and
managed through LINUX kernel. The firewall allow or deny
packet transmissions through it based on the configuration.
Four techniques are used. They are the service control,
direction control, user control, and behaviour control. The
Service control determines the types of internet services.
Then the Direct control determines the direction in which
particular service request may be initiated. The User control,
it can be performed controls access to a service according to
which user is attempting to access it.
The list of targets in IPTABLES, are the Accept,
Reject, Drop etc. The Accept will allow packet to pass

through the firewall. The Drop will deny access by the packet.

The Reject will deny access and notify the sender. The list of
Netfilters built in chains, are the Input, Output, Forward,
Prerouting, Postrouting etc. The Input sets rules for incoming
packets. Output sets rules for outgoing packets. Forward sets
rules for forwarded packets[4].

The Prerouting sets the rules for redirecting or
modifying incoming packets. Postrouting sets rules for
redirecting or modifying outgoing packets, NAT table only.
One of the important features built on top of the Netfilter
framework is connection tracking. Connection tracking
allows the kernel to keep track of all logical network
connections or sessions and iptables can use this information
to act as a stateful firewall. The kernel uses chains to manage
packets it sends and receives out. A chain is simply a
checklist of rules. A target be another chain of rules, even a
chain of user-defined rules. A packet could be passed through
several chains before finally reaching a target.

Insert in chain as rule
num(default 1=first).
Replaces rule
rulenum(1=first)in chain.

-1 chain[rule num]

-R chain[rule num]

-L[chain] List rules in chains or all
chains.

-F[chain] Flushes all rules in chain or
all chains.

-R[chain] Replaces a rule; rule are
numbered from 1.

-E[chain] Renames a chain.

-P[chain] targets Changes policy on chain to
targets.

-s -->source address attached to packet.

-d -->destination address attached to packet.

-j -->target of the rule.

-i -->input device in Input, Forward chains.

-0-->output device in Output, Forward chains.

OPTIONS

FUNCTIONS

-p ['] protocol

Specifies a protocol
TCP, UDP, ICMP.

-s [!] address [1mask][!]
[port:[port]]

Specifies source address
to match with port.

--sport [!] [port:[port]]

Specifies source port.

--dport [!'] [port:[port]]

Specifies destination
port.

--icmp-type [!] typename

Specifies ICMP type.

-j target[port]

Specifies the target for a
rule.

-n Specifies numeric
output of address and
ports

-m Specifies a module to
use, such as state.

--state Specifies options for the

state module

C. Monitoring & Control Module

The monitoring and controlling operations are used to
improve the system performance. Controlling operations are
more important. We can control other systems via remote

access using RLOGIN, RCP, RSYNC, RSH & SSHI8].
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1) RLOGIN The RLOGIN means remote login. Here
we can access to any account in the network without the use
of password. It can be used instead of telnet. For RLOGIN
we need the ipaddress of the system and username of the
system.

Fore.g., rlogin clientl.org (or) rlogin —I tom clientl.org
(or) rlogin clientl.org —I tom

2)  RCP RCP means remote copy. The RCP copies files
or directories from one machine to another without using http,
ftp, and telnet.. For RCP we need the ipaddress and username
of the system. For instance, | can copy a file named
sample.dat from the remote machine clientl.org to my local
machine client2.org. For e.g., rcp clientl.org :sample.dat It
also work the other way. Remote copy to clientl.org: rcp
sample.dat tom@clientl.org:sample.dat
3) RSH Remote shell is the most powerful remote
command, as it can be integrated into a pipe. The RSH
generate data streams through several mechines accessing
local disk and tape drivers For e.g., rsh clientl.org 'ls-I'
you should get a listing from your home directory on

clientl.org
4) SCP The SCP means secure copy. It is a better
option than RCP because it wuses encryption and

authentication just like SSH program. Has to provide login
and password of the target computer.
The linux SCP syntax to send file or directory to a remote
computer,
SCP —r [/path/filename] [login name @ipaddress]:.
The linux SCP syntax to retrieve file or directory from a
remote computers
SCP —r [login name @ ipaddress]:[/path/filename].
5) RSYNC RSYNC stands for remote sync. It is used
to perform the backup operation in LINUX. RSYNC utility is
used to synchronize the file. The RSYNC is established by
using the syntax,
Rsync -zvr /home/source username/filename dest.username
@dest.ip :/home/dest.ipaddress
In the syntax, the —z used to enable compression, -v used for
verbose and —r indicates recursive.
6) SHH SSH is a very powerful remote command
because it gives direct access to the command prompt.We can
perform multitude of operations thereby.We can even
shutdown one system via another system. SSH root
@destination ipaddress
We need to enter the password for authentication and then the
syntax for shutdown are follows
Shutdown —r 1 shut  -r will force a restart
Shutdown -h
Shutdown —c
appear Reboot
7) Monitoring In this monitoring section, the server system
will monitor the entire administration. And also it
supervise the entire client systems that are configured
into the VPN network[7]. Within VPN network, the
authentication, data transmission, connection to other
networks and all other security issues are periodically
watching by this module.
e Ps command will list every process associated with the
specific user. This is helpful if you run into problems and
need to kill a particular process that is stuck in memory.

-c “comment” will force a comment to

For eg, Ps —A | more Lists every process running on the
server one screen at a time.

e Nslookup checks the domain name and IP information
of a server. It is also a very useful security where you can
lookup DNS information regarding a particular host IP

e Netstat simply summarises the network connections and
status of sockets.
For eg, Netstat —r
routing addresses.

e Traceroute will traces the existing network routing for a
remote or local server. This is a very powerful network
that basically gives the exact route between your
machine and a server.

For eg, Traceroute hostname

e  Whois allows you to check the internic database for
proper host names.

For eg, Whois —f10.1.1.1
a specific server IP

e Host is a simple utility for performing DNS lookups.

e  Socklist reports all existing sockets in the system.

e Ifconfig allows you to check and configure your server’s
network cards, assigning IP, DNS and gateway addresses.
Foreg, Ifconfigeth010.1.1.1  (Replace to 10.1.1.1
with an actual IP address)

e Ping sends test packets to a specific server and checks if
there is a response.

Foreg, Ping10.1.1.1 (Replace 10.1.1.1 with the
specific IP address of the server)

This option gives the network

Replace the 10.1.1.1 with

IV EXPERIMENTAL SETUP
A. Ipsec Tunneling

We need to configure a file named ifcfg-ipsec55 in
system A and that file should be saved in
etc/sysconfig/network-scripts. A unique name has to be given
to identify the particular user connection . For System A, the
IP address of System B — 130.0.1.8 need to be provided. For
System B, the IP address of System A 130.0.1.9.

For Authenticating both systems ,create another file
named keys-ipsec55 which is having the content of Pre-
shared key and save it in etc/sysconfig/network-scripts. The
contents of this file should be identical on both systems A
and B, and only the root user should be able to read or write
this file[10].

Ifcfg-ipsech5:
DST=X.X.X.XTYPE=IPSEC
ONBOOT=no
IKE_METHOD=PSK

Keys-ipsec55:
IKE_PSK=Key_ Value55

Files named as psk.txt, x.x.x.x.conf and racoon.conf will be
automatically generated and located in etc/raccoon/. The
[etc/racoon/racoon.conf files should be identical on all IPsec
nodes except for the include"/etc/racoon/X.X.X.X.conf"
statement. This statement is generated when the IPsec tunnel
is activated. For System A, the X.X.X.X in the include
statement is System B's IP address. The opposite is true of
System B.
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The following shows a typical x.x.x.x.conf file when the
IPsec connection is activated.
remote X.X.X.X{ exchange_mode aggressive, main;
my_identifier address; proposal
{ encryption_algorithm des;
hash_algorithm shal;
authentication_method pre_shared_key; dh_group 2
1
e remote X.X.X.X:Specifies that the file apply only to the
remote node - X.X.X.X IP address.
e exchange mode aggressive:Lowers the connection
overhead
o my_identifier address: Specifies the identification
method to use.
e encryption_algorithm 3des:Specifies the encryption
cipher used.Default is 3DES.
e hash_algorithm shal;Specifies the hash algorithm used.
By default, SHA-1
e authen method pre_shared key:Specifies the
authentication used : pre-shared keys.
o dh group 2:Specifies the Diffie-Hellman group number
for dynamically-generated session keys.
The following shows a typical racoon.conf file when the
IPsec connection is activated it will be generated
automatically.
racoon.conf
# Racoon IKE daemon configuration file.
path include "/etc/racoon™;
path pre_shared_key"/etc/racoon/psk.txt";
path certificate "/etc/racoon/certs";
sainfo anonymous
{ pfs_group 2;lifetime time 1 hour ;
encryption_algorithm 3des,blowfish 448, rijndael ;
authentication_algorithm mac_shal, hmac_md5 ;
compression_algorithm deflate ;}
include"/etc/racoon/X. X.X.X.conf";
e sainfo anonymous:SA can anonymously initialize
with peer that credentials match.
o pfs_group 2:Defines the Diffie-Hellman key
exchange protocol.
o lifetime time 1 hour:Specifies the lifetime of an SA
by default, a one hour lifetime.
e encryption_algorithm 3des, blowfish 448,
rijndael:3DES, 448-bit Blowfish,Rijndael .
o authentication_algorithm hmac_shal,
hmac_md5:shal and md5 for auth_codes.
e compression_algorithm deflate: Defines Deflate
compression for faster transmission
To start the connection, use the following command on
each System # /shin/ifup ipsec55.To test the IPsec
connection, run the tcpdump utility to view the network
packets being transferred between the hosts and verify that
they are encrypted via IPsec[1]. Tcpdump will prints out the
header of the packets on a network interface that match the
boolean expression .# tcpdump -n -i ethO host ipsec55.
Packet transfer can be monitored during HTTP access and
FTP file transfer, through the tunnel in an encrypted manner.
This can be acknowledged by seeing the AH and ESP
parameter, which proves IPSEC tunnel mechanism.

Fig-4.1(a): Tunnel Established on both ends

B. Firewall Configuration

# Firewall configuration

*nat

:PREROUTING ACCEPT [0:0];:OUTPUT ACCEPT
[0:0];:POSTROUTING ACCEPT [0:0]

-A POSTROUTING -0 eth0 -] MASQUERADE

-A POSTROUTING -0 tun+ -j MASQUERADE

BI'F ReFebll 3P st

swu:ﬁ'n.iwn System & A .. m > .'-.. .@5.\‘.',

Fratl ocatest bz} ]

Fig-4.1(b) : Data transmission th'rough Ips_e(; tunnel

-A INPUT -m state --state ESTABLISHED,RELATED -j
ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i ethO -j ACCEPT

-A INPUT -i ppp+ -j ACCEPT

-A INPUT -i tun+ -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 21 -j
ACCEPT

-A INPUT -p ah -j ACCEPT

-A INPUT -p esp -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j
ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 1194 -j
ACCEPT

-A FORWARD -p icmp -j ACCEPT

-A FORWARD -i ethO -j ACCEPT

-A FORWARD -i tun+ -j ACCEPT

-A INPUT -j REJECT --reject-with icmp-host-prohibited;
COMMIT
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C. Monitoring and Controlling

1) Monitoring

Ps—A|more ; Netstat—-r ;

Traceroute hostname; Whois —f 10.1.1.1 ;

Ifconfig eth0 10.1.1.1 ;
Ping 10.1.1.1
2) Controlling

rlogin clientl.org ; rcp clientl.org :sample.dat

rsh clientl.org 'ls-I'

SCP —r [/path/filename] [login name @ipaddress]:.

SSH root @dest.iination ipaddress
§ o i & -

@Od @ i a s A

P o

- Fig fZ.c(i): VPNMM(;nitoring Application

§ i Auces i

W gt e | Mo et

[
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Fig -4.c(ii): VPN Cont?(‘)hlzling Application
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V. SYSTEM ANALYSIS
A. Security Aspect
Consider, Vpn1- Normal VPN. Vpn2- Secure VPN
using Ipsec & Iptables

After capturing and analysing the data collected
through Ipsec tunnel(VPN-2), we compared it with ordinary
VPN data transmission(VPN-1) and plotted the graph. This
graph describes the differences, the x-axis indicates the
packet sent rate with respect to time and the y-axis which will
indicates the performance of the systems. The major question
arise in normal VPN is whether the data is secure or not.
Because the normal VPN has no encryption and
authentication. Due to the absence of authentication and
encryption the unauthorized users can easily steal or hack the
data in the systems during transmissions[9].

The two security drawbacks in normal VPN will be
overcome by the secure VPN using IPSEC & IPTABLES.
Here for the encryption and authentication mechanism we
uses the MD5,SHA-1 and AES algorithms[5]. So the data
packets transferred between the secure VPN systems will be
initially authenticate and encrypted then only the packets
must be sent. By using the tcpdump the data packets
transferring between the secure VPN systems are confirmed
to be very much safe and secure.

B. Data Integrity

In normal VPN, we does not check the data integrity. So,
while transferring the data packets using normal VPN, a time
delay will be happened and sometimes the data packets will
be dropped or modified intentionally[6].But in secure VPN,
there is no means the data can be modified, because of the
encryption and authentication algorithms being used by Ipsec
tunnel along with Iptable rules. This graph describes the
differences, the x-axis indicates the packet sent rate with
respect to time and the y-axis which will indicates the
performance of the systems.

=h = D0 O

B 8B 8 & &

Bvpnl]
— [Ovpn2|

ok ~

Fig -5.a Performance Analysis
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Fig -5.b Data Integrity Analysis
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VI. CONCLUSION

By using the security mechanisms such as SSL,
SSH, IPSEC Tunnelling protocol, the unauthorized users
cannot misuse the VPN since we are denying the access to
our secure VPN. Also, an efficient firewall which provides
overall security to the entire VPN network based on the set of
rules described using Iptables. Only the authenticated users
can access our VPN network for transferring encrypted
information and resource sharing through secure transmission
channel.
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